ITamsATKa 0 BUAAX U CNIOCO0aX COBepIIeHNUS NPecTYN/IeHHil ¢ HCMoJIb30BaHHeM HHPOPMALHOHHO-
KOMMYHHMKAIMOHHBIX TEXHOJIOTUI U Mepbl NPOTHBOACIHCTBHS HM.

KubepnpecTymHUKH 1 MOIIIEHHUKH HE UMEIOT KaKoH-I1100 Hanboee pacipoCTpaHEHHOW CXeMBbI, KOTOPYIO ObI OHI
UCTIONIB30BANIN JUIS TIPOBEACHUS aTaK Ha POCCHICKUX IOJIb30BATEINCH.
OHH JIETKO aAaNTHPYIOTCS IO/ KPU3UCHBIE CUTYAINH, CTapasCh HAXKUTHCS HA SMOLMOHATBHOM COCTOSIHUH JTIOJIEH.
[Ipu 3TOM, BEIOOp crIOCOOa MOIICHHUYECTBA, PEXE BCETO, 3aBUCHUT OT LIEJIEH, KOTOPBIE CTABAT MEpes CO00H
adepucThl, OT HAIMYMS Y HUX COOTBETCTBYIOIINX PECYPCOB, BPEMEHH Ha MOJrOTOBKY M KBATU(HKALHH.
CornuaibHble CeTH U MECCEHIKEPHI Yallle BCEro UCHOIb3YIOTCS Al MAKCHMAJIBHOTO OXBaTa MOTEHIMAIbHbIX
skepTB. [Ipu 3ToM TaM 0OBIYHO MOIIEHHUYECKHE CXEMBI JOCTATOUHO NPUMUTHUBHEIE, TIOATOMY UX HEJb3s Ha3BaTh
3(hhEeKTUBHBIMHU.
HawnGosee BBIrOHBIM C1IOCOOOM MOILICHHUYECTBA JUIsl aePUCTOB SBISIOTCS OOBIYHEIE TeIe()OHHBIE 3BOHKH,
KOTOpBIE MTPUHOCST KHOEPIPECTYITHUKAM JOCTATOYHO HEIUIOXHE J0XObI, HOTOMY YTO MHOTHE TIPHMEHSIEMBIC B
XOZI€ HUX CXEMBbI JaBHO 0TPaOOTaHBI, 3I0yMBIIIICHHUKH, 1aBHO IIPHCYTCTBYIOIIUE B 3TOH chepe AesTeNbHOCTH,
MMEIOT JOCTATOYHO BBICOKHE HABBIKY IIPHIMEHEHHUSI METOIMK CONMAIbHON HHKEHEPUH.
B ciryuae npoBeneHHs KPYIHBIX €ANHOBPEMEHHBIX KHOEpaTaK MaKCHMAJIbHO MPUOBUIBHBIMH JUTS
3JI0yMBIIIJIEHHUKOB CEHYac SBJIAIOTCS PACCBUIKHU C BIOKCHUSAMH B BUJE BpegoHocHoro [10 (dame Becero 3To
MPOTPaMMBbI-BBIMOTATEIH).
Ecmu momp30BaTens OTKPOET Takoe MICEMO, CKadaeT 1 3aIlyCTHT Ha CBOEM YCTPOMCTBE BIOKEHHBIN (aiii, TO Bce
€ro JJaHHbIC Ha KOMITbIoTepe OynyT 3amudpoBanbl. [logo0HbIE NeCTBHS 0COOCHHO OMACHBI B CiIy4yae, eciu
OTKpbITHE (haiiyia MPOUCXOIUT Ha KOPIIOPATHBHOM YCTpoiicTBe. B 3TOM citydae 3110yMbIIUICHHUKH MOTYT
cKoMIpoMeTHpoBath Bcto IT- nHppacTpyKTypy OpraHu3aliy.
HpOBeHeHHLIM AHAJIU30M B036y)KI[eHHI)IX YT'OJIOBHBIX A€ IO NPECTYIIICHNUAM, CBA3aHHBIX C UCTIOJIb30BAHUEM
MH(OPMALMOHHO-KOMMYHUKAIIHOHHBIX TEXHOJIOTHH, a Takxke 3aperucTprpoBanubix B KYCII marepualios o
COOOIIEHMAM O MPECTYIUICHUSAX TaHHOW KaTErOprH, MOXKHO BBIZIEIUTh HECKOJIBKO HanOOJIee pacipoCTpaHEHHBIX
CIIOCOOOB COBEPUICHUS JCSTHIH pacCMaTPHBAEMOM KaTETOPHH:
- Cxema 1. OnepaTopsl COTOBOM CBSI3U.
- Cxema 2. IIpeminokeHus OT IHKeOPOKEPOB.
- Cxema 3. O6menue ¢ padoTomarerem.
- Cxema 4. 3BOHKH WM COOOIIIEHU OT 3HAKOMBIX.
- Cxema 5. Omtara yenyr 1o ¢eitkoBomy QR-komy.
- Cxema 6. 3BOHKH U cOOOLICHUsS N3 OaHKa.
- Cxema 7. 3BOHKH U COOOLICHUSI OT TOCYIapPCTBEHHBIX BEIOMCTB.
CxeMma 1. Oneparopsl COTOBOJ CBSA3H
HOZ[ BUIOM CTICHHUAIIMCTOB U3BECTHBIX TCIICKOMMYHUKAIITUOHHBIX KOMITAaHUH MOIIIEHHUKU CTaparoTcCA MOJTYyYUTh
JIOCTYII K aKKayHTy nojb3oBarens «[ ocycayrmy.
OHH 3BOHSAT XKEPTBE U yTBEPKJIAIOT, YTO JEHCTBYIOIIUH JOrOBOP 3aKaHIMBACTCSI M €T0 HEOOXOANMO TIPOIITHUTS,
MHa4Ye HOMep NepefaayT Apyromy aboHeHTy. MaTn HUKyzna He Hy)KHO, BCE MOXKHO C/IeJIaTh MO Tene(oHy, yBepsieT
37I0yMBIIIIEHHUK. J]0CTaTOYHO MPOANKTOBATE KOJ| U3 CMC.
Crenyromuii mar — HepeiTH Mo CChIIKE, Te HY>KHO BBECTH €IIe OJMH KOJI.
Taxum 06pa3oM 4eIoBeK He NMPOAJIEBACT JOTOBOP, KOTOPHIN HAa CAaMOM Jielie SBJIEeTCS OECCPOYHBIM, a
MpeIoCTaBIIsIeT AaHHbIE IS BXO/1a B JIMYHBINA KaOMHET Ha ropTaie «'ocyciayrn» 1 BCio HHGOPMAIHIo o cede,
KOTOpas XpaHWUTCS Ha 3TOM pecypce.
BHUMAHMUE!!!
JloroBopsl, 3aK/1H04aeMble a00HEHTOM € COTOBBIMM 0NlePATOPaMH, He MPeAyCMATPUBAIOT OTPAHMYEHHOT 0
CpPOKa MOJIb30BAHUS HOMEPOM.
EcTb 1 npyras nesb, KOTOPYIO IPECIely0T MOLIEHHUKY, IPEACTABISACH OIIEPAaTOPOM CBSI3U.
KepTBe TakKe MOCTYIAET 3BOHOK C IPEIUIOKEHUEM [0 CMEHE Tapr(HOTO IJIaHa, HOAKIIOYEHHEM ONINi, 3aMEHBI
sim-kapTel. UToOBI peann3oBath 11000e U3 NeHCTBUIA, a00OHEHTY HEOOXO0IMMO NPOAUKTOBAThH KOJ U3 CMC, KOTOPBIi
npuzeT Ha ero HoMep. C MOMOIIBIO 3TOT0 KO 3IT0YMBIIUIEHHHK HOJIydaeT JOCTYH K INYHOMY KaOHHETy
NOJIb30BaTelIsl Ha O(UIMAIBHOM caiiTe onepaTopa. A y)e TaM OH HacTpanuBaeT Iepeaipecarfio CoOOmeHn i n
3BOHKOB C HOMEpA >KEPTBHI HA CBOM.
3TO ;enaeTcs I TOro, YTOObI B AabHEHIIEM ITOATBEP)KAATH Pa3HOTO POJIa OTEPALMH: BBIBOJ| CPEACTB C
06aHKOBCKHX KapT aboHEeHTa, 0(OPMIICHHE Ha HETO KpEanTa.
BAKHO
Bs1 MoxkeTe 0OHOBHTH MEPCOHABHBIE TAHHBIE, OOPATUBIIKCH 32 YCIYTOl JITYHO — B o(rice omepaTopa CBSI3U WIH B
JMYHOM KaObWHEeTe Ha ero o(puInaisHOM HopTajie (HO He MO CCBUIKE U3 CMC).
He na3piBaiiTe HUKaKuX JaHHBIX HE3HAKOMBIM 110 Tenedony. Eciu comHeBaeTech, TO3BOHHUTE OMEPATOPY CBS3H 110
HOMeEpY, KOTOPBI pa3MeIieH Ha ero opHUIHaILHOM caiiTe.
Cxema 2. IlpeioxeHns oT JzkeOpoOKepoB
3M0yMBIIIJIEHHUKH CBSI3BIBAIOTCS C HOTSHIIMAIBHBIMI HHBECTOPAMH Yepe3 COLMAIBHBIE CETH WM 3BOHST MM T10/1
BUJIOM COTPYZHHUKOB N3BECTHBIX MHBECTHUIIMOHHBIX KOMITAHHH.
[Ipennoxenne 3aMaHYNBOE — HY>KHO JIMIIb OTKPBITH «OPOKEPCKHU» cueT u nHBecTHpoBaTh oT 10 000 pyOneii.
Jloxon — He MeHbIlle MIJUTHOHA.




JI71s1 OTKPBITHSA TAKOTO CYETa MOIICHHUKH TPEOYIOT yCTAHOBUTH NPHIIOKCHHUE.

Janee mporpaMma HMHTHPYET SKOOBI POCT IOXO0B OT MHBECTUIWH, B TOM YHCIIE€ B KpUNTOBAMOTY. Kak Tonbko y
«UHBECTOPA» BO3HUKACT JKEIAHHUE BHIBECTH JCHBIU CO CUETa — HAUMHAIOTCS MpoOeMbl. JIKeOpOKepsI TOBOPST, YTO
CZIenaTh 3TO CJI0KHO. Hy)KHO MOMOTHUTH CUET eIle pa3 Ha ONPEEICHHYIO CYMMY, OIUIATHTh «CTPAaXOBKY» WIIN
eXeTHEBHOE pa3MeIleHHEe BATIOTH B «EBPOICHCKOH sueiikey 00 HAWTH MMOPYIHTEISI, YTOOBI MOXKHO OBLIO
«OOHATMYNTE)» CPEACTBA. B nTOTe MHBECTOP TEPSET CBOM JCHBIH, a 3a0HO M HA/IEXKIY Ha OyIyIne MUJUIHOHBI.
BapuaHT 3TOH MOIIEHHHYECKOH CXeMBI — y4acTHe B YHUKAIbHOM MHBECTUIIMOHHOM OHJIAMH-TIPOEKTE U3BECTHOTO
6aHka. 3aBJEKaOT NOTECHIMATIBHBIX XKEPTB NP MOMOIIY MMHUCEM Ha 3JIEKTPOHHYIO MOUTY. 3710yMBIIIUICHHUKH,
odopmLsist cooOLIeHNe, KONUPYIOT BU3yalbHBIN CTHIIb (DUHAHCOBOW OpraHM3allMy | Jayee Ui yOeAUTeIbHOCTH
UCTIONB3YIOT T€ )K€ KOPIOPAaTUBHBIE I[BETA, JIOTOTUI U APYTHE IEMEHTHL. J[JIs1 y4acTHsl B «BBITOAHOM» KaMITaHUU
IpeJyIaraeTcs epeiTH MO CChIIKE U3 MUChMA.

[Tocue sxepTBe MpeAIokaT NPOUTH ONPOC: yKa3aTh 3apad0TOK, MPEIIIOYUTAEMbIi CI0c00 XpaHEHUs CPEACTB U
KOHTAaKTHBIC JaHHBIC JUTS CBSI3H C NIPEICTaBUTENIEM OPTAaHU3AINH, a TAKXKE AaTyT JOCTYII K CIICIHATBHOMY
MPUIOKEHUIO. A YK€ TaM ITOHaI00UTCS BBECTH AaHHbBIE CBOSH OaHKOBCKOM KapThl — C Hee a)epHUCTHI TOTOM H
CIHIIYT ACHBTH.

BAKHO

IIpoBepbTe caliT MHBECTHLMOHHOW KOMIIAHUM WM Opokepa. O0paTnTe BHUMAHME HA PEKBU3MTHI U HAJIMYHUE
Juuen3nn banka Poccun.

OTKaXuTech OT yCIyTr KOMIIAHUHU W €€ IPEeICTaBUTEeNeH, eClIi OHH IIPOCST NEPEeBECTH ACHBIM 3a YCIYTH Ha KapTy
¢usnueckoro nuia (MO0 yepe3 MICKTPOHHBIH KOIIIEIEK).

O06s13aTeIbHO 3aKJIIOYUTE JOTOBOP U 3allpalllMBaiTe OTYET 00 OKa3aHUU OPOKEPCKUX YCIYT.

He Benuteck Ha o0OemaHus rapaHTUPOBAHHOTO BBICOKOT'O OXO0/1a B KOPOTKUE CPOKH.

Cxema 3. O0menue ¢ padoronaresieM

CobecenoBanue ¢ OyaymuM paboToAaTeneM — BOJHUTEIbHAS nporeaypa. [1opoit MOIeHHUKH TTOJIB3yIOTCS
PacTepsTHHOCTHIO COMCKATENIEH U KpasyT JIMYHBIC JaHHBIC IPSIMO BO BPEMSI OHJIAHH-BCTPEUH.

Iox Bugom Oyaymiero paboToaaTest MOIIEHHUKH TPOBOST COOECEI0BaHNE, I/I¢ OHH IPOCAT KaHANAATA
3aII0JHUTH aHKETY IPsAMO BO BpeMs 3yMa. OMH 13 ee IMyHKTOB — HOMEp KapThl U Apyrue ee naHHble. Ha Hee
3JI0yMBIIICHHUKH 00€IIAai0T IPOU3BOANTE OIUIaTy. YToOBl HUYETO HE MPOMYCTUTh, OHHM BKIIFOUAIOT 3aIHCh SKPaHa.
HexoTopble MOIIEHHNKH MPOCST yKa3aTh HHYOPMALUIO 110 HECKOJIBKUM OaHKOBCKHUM KapTaM, €CIIH KaKyl0-TO
SKOOBI HE IPUMET OyXTalTepHs.

BMmecTo nomnosHeHui ¢ 0aHKOBCKOM KapThl COMCKATEIIS B OYAYIIEM MPOUCXOIAT CIIMCAHMS, @ Ha pabOTy €ro Tak u
HE yCTpauBaIoT.

Haxo,uacr; B IIOHUCKC pa6OTbI, MOKHO HE€ TOJIBKO MOTCPATH JC€HbBI'Y, HO U HAPYIIUTH 3aKOH, CTaB APOIIIICPOM.

B nocnegnee BpeMsi UMEHHO 3TOT MOIIEHHUYECKUM CLIEHAPU CTAHOBUTCS MIONYJIAPHBIM, a €r0 XKEpTBaMHU
CTAaHOBATCA CTYACHTHI U ICHCUOHCPHI.

Jpormmeps! nin fpomns! (0T aHMiickoro drop — Opocats, Kararth) — oCTaBHbIE JIMIA, KOTOPHIE 3a7eHCTBOBAHBI B
HeJIETAJIbHBIX CXeMax 110 BEIBOAY CPEACTB ¢ OAHKOBCKHUX KapT.

YacTo xepTBa HE OCO3HAET, YTO BOBJICUCHA B NIPECTYIHYIO cxeMy. Benp 00bsaBiIeHHE 0 paboTe, Ha KOTOPYIO OHA
ycTpauBaeTcs, He BBITILSIUT HOA03pUTENbHO. A Oyyniuii paboTonaresns nociie codbece10BaHus MPEAOCTABISIET
JIOTOBOD, OTOBapHBAET yCIOBHSI TPY/a, CPOKU BBIIIOJIHEHNUS pabOTHI M APYTHE HIOAHCHI.

BAXKHO

BHumarensHO H3ydaiTe npeiokeHue oT OyayInero paboTofaTesst U OT3BIBBI O HEM.

He BepuTech Ha 00OeIIaHus JIETKOTO 3apadoTKa ¢ MUHUMAIILHOM 3aTpaToil COOCTBEHHOT'O BPEMEHH.

[Tpu oOmeHNU cOXpaHsiTe XOJIOAHYIO TOJIOBY, HE MMOAIaBalTECh IMOIUSIM, a TJIABHOE — CIEANTE 3a JaHHBIMH,
JOCTYII K KOTOPBIM Npeajaractcda npeaoCTaBUTh.

Cxema 4. 3BOHKH WJIM cO001IeHHS OT 3HAKOMBbIX

Eme ogHa TakTHKA 3T0YMBIIIJICHHUKOB — PAaCChUIKAa COOOMIECHUH C MPOCKO0H OOIKHUTH JACHET OIU3KAM FITH
npy3esaM. [opoii B CBOMX CIICHAPHSIX MOIICHHUKH 3aX0/IAT U Aajbllle — UTPAIOT Ha YyBCTBaX KEPTBHI M COOOIIAOT,
YTO €€ POACTBEHHHUK Iomai B Oeny. Eciu panbIine adeprcTaM MpUXOAMIOCH Pa3bIrPhIBATh T€ATPAIBHBIN CIICKTaKJIb,
MOJIJIENBIBAS TOJIOC, TO TENEPh 32 HUX ATO AENIaeT UCKYCCTBEHHBIN MHTEIIEKT.

3MOYMBINIJICHHUKY B3JIAMBIBAIOT aKKAYHT MOJIH30BATEIIS, CKAYMBAIOT FOJIOCOBBIE COOOIICHUS U Ha UX OCHOBE
TEeHEePHPYIOT MOHOJIOT I AajIbHEHIIero ooMaHa.

CymiecTByeT U Ipyroi crieHaprii — mpock0a MpoToJIoCOBATh 3a JIETEH WITH TUIEMSIHHUKOB B JISTCKOM KOHKypce. 3a
CCBIJIKOH JJIA TOJIOCOBAHMA, KOTOPYIO MOMICHHUKHW OTHPABJIAIOT CO B3JIOMAaHHOT'O aKKayHTa BJIa/I€/Iblia, CKPBIT
BUPYC, KOTOPBIA OTKPOET UM JOCTYII K BalllEMY TaJKETy.

BAJXHO

He MEPEXOAUTE IO HEM3BCCTHBIM CCBHIJIKAM, DA€ €CJIN MOJYYUIN UX OT OJIM3KNX WJIH 3HAKOMBIX.

JoroBoputech ¢ pOJICTBEHHUKAMU O MapoJjie WU CEKPETHOM BOIIPOCE, KOTOPBIH HYHO Ha3BaTh, €CIIA Pa3roBOp
Ka)KeTcs NOJ03pUTeNbHbIM. Takol mar IOMOKeT PacKyCUTh HAMEPEHHUsI MOILIEHHHUKA.

Cxema S. Omiara yeayr no deiikosomy QR-koxy

CeropHs, 9TOOBI HOTYYHTH KaKyFO-THOO YCIYT'y MIIK OIUIATHUTH TOBAp, JOCTATOYHO HaBecTH kamepy Ha QR-koz.
Hanpumep, 1M MOKHO BOCIIOJIB30BATHCS, YTOOBI B35Th B apCHY CAMOKAT HJIM MOPTATUBHOE 3apsITHOE YCTPOICTBO




Ut rapketa. [IpaBaa, BMECTO IPOTYIKH ¢ BETEPKOM U 3apsDKEHHOTO aKKyMYIATOpa TenedoHa MOXKHO TOIyIUTh
mycTOl OaHKOBCKHI CUET.

Jeno B ToM, uto Takor QR-koj BeneT He Ha OHUITHALHBIN CalT CepBHCa, a Ha MOIJCIBbHBIN pecypc, yepe3
KOTOPBIH adepruCThl KpaayT ACHBIU U JaHHBIC KapTHI.

BAKHO

OmutaunBaiiTe yCIyTy TOJIBKO Yepe3 o(uIraIbHOE PIJIOKESHIE CEPBHCa, a HE Yepe3 KaMepy TapKeTa.

CxeMma 6. 3BOHKHM U c000ImeHNs U3 0aHKa

Hapsiny ¢ mxuBbIME yrpo3aMu 00 o()OpMIICHUH KpeuTa Ha UM Bilajielblia OaHKOBCKOW KapThl JPYTHM YEJIOBEKOM
WY TIOA03PHUTENBHOM onepanuu o Hell — MOSBUIINCh U HOBBIE CLIEHApUU.

MOIICHHUKH 0J] BUAIOM CHELUATIMCTOB TEXIIOIEPKKH (PUHAHCOBBIX OPraHM3alMii IpeiaraloT yCTaHOBUTh Ha
cMapT(OH NMPHUII0KEHHE sl TOUCKAa BUPYCOB. DTO BPEJOHOCHOE POrpaMMHOE 00ecriedeHre, KOTOpPOe AaeT JOCTYII
K Tese(OHy KEPTBBI U €r0 JaHHBIM.

Eme oans nonynspHeIi cLieHapuii — IOMOILb B COXPaHEHUH JEHEKHBIX CPEIICTB.

AdepucTsl o BugoM coTpyaHukoB banka Poccnn cooOmaroT skepTBe 0 TOM, 9TO KTO- TO IBITAETCS IIOXUTHTH
JICHBIH ¢ ee cdeTa. UToOBI MX CracT, HaJo IePEeBECTH CpecTBa Ha «Oe3omacHbIi» cueT B L[b P®. [1o nerenne sto
BpEMEHHasi Mepa — Ha IIEPHO/I TOUCKA MPECTYIHUKOB. A IMOTOM BCIO CYMMY YeJIOBEKY SIKOOBI BO3MECTST
HaJIMYHBIMU B IpueMHOM banka Poccun B Mockae.

BAKHO

[Monb3yiiTech TONBKO OPUIHATIBHBIMU pecypcaMil (PMHAHCOBBIX OpPTraHMU3aIMH.

Ecnu BaM 3BOHAT COTpYAHUKH OaHKa M pa3roBOp C HUMM Ka)XXeTCs IOJA03PUTEIbHBIM, TIEPE3BOHUTE Ha
oduIHaTBEHBIA HOMED, pa3MEIICHHbBIN Ha caiiTe (PUHAHCOBOI OpraHU3aluu.

Tam xe BBl MOXKETE HAMTH CCHUIKK Ha O(UIMAIbHbIE OaHKOBCKUE MPHUIIOKEHHS M CKavaTh UX.

CxeMa 7. 3BOHKH H COOOILIEHHS OT rocyJapCTBEeHHBIX BeIOMCTB

YacTo MOUICHHUKH 3BOHAT WU IHIIYT YEOBEKY SKOOBI OT Jima cotpyaaukoB ®CB, Pocpurmonutopunra, ®HC,
Commanproro ponna Poccun, moprana «I'ocycmyrm.

Camas pacpocTpaHeHHas yIOBKa — MPEIIOKEHUE MTOTYYUTh KaKyI0-JIM00 TOCYIapCTBEHHYIO BBIILIATY.

Cxema KJ1accuyeckasi: Bbl HAM JJaHHbIE KapThl, Mbl BaM — JIEHBIH.

Ectb 1 npyroii cuenapuii. Hanpumep, 3B0OHOK OT IPEICTaBUTENEN CIEICTBEHHBIX OPIaHOB WIN
PocouaMoHHTOpHHTA € YTp030ii OIOKHPOBKH CYETA, IT0 KOTOPOMY SKOOBI 3a()HKCHPOBAHBI COMHHUTEIEHBIC
orneparyu. YToObl 3TOro n30ekaTh, MOIIEHHUKU TPEOYIOT ornaTuth mrpad. s yOeauTenbHOCTH OHU MOTYT Jaxe
NpUCIaTh KBUTAHIUIO HA O(HINATBLHOM OJIaHKE BEIOMCTBA.

BAXKHO

ITomHuTE, 4TO MOJOOGHBIC BEIOMCTBA HE HaJICIEHBI NOJTHOMOYHSAMH TI0 apecTy JEHEKHBIX CPEJCTB, HE OKa3bIBAIOT
TUIATHBIX YCIIYT 10 0(OPMIICHHUIO JOKYMEHTOB, a TAK)KE HE PAacChUIAIOT MMOJJOOHBIE IMChMa M HE 3BOHSAT 110 Tele(oHy
WM B MECCEHIXKepax.

Ecmu BBI monmyunimi oJ0OHBIE COOOIIEHHS — IPOUTHOPUPYITE MX M 00paTUTECh HAIIPSIMYIO B TOCYIapCTBEHHYIO
OpraHU3aLuIo.

Kak 6e3onacHo no/jib30Barbesi caiTaMu 00bsIBJIeHU I

C moMoIIBpI0 CaliTOB 0OBSBIICHUI 0YeHb YAOOHO MPOIaBaTh WU IMMOKYNATh TOBAPHI MIIM UCKATh HOBYIO padoty. OO
9TOM 3HaeTe He TOJIBKO BB, HO U MOIICHHUKH, KOTOPEIC MBITAIOTCS 3apaboTaTh Ha BallleH TOBEPYUBOCTH.
Paz0upaemcs, kak He MOMACTHCS HA MX YIOBKH.

Ha uto Hamo oOpamiath BHUMaHHUE U UTO JI€1aTh, YTOOB! BEIYUCIUTH MOIIIEHHUKOB?

[IpounTaiite o0bsBIeHNE. OOpaTUTE BHUMAaHUE HA CIEIYIONINE MOMEHTHI:

IIpoduias npoaasua.

Jlrosu, KOTOPBIE YaCTO JIAIOT OOBSIBICHHS Ha caiiTe, KaK MPaBuiio, HOAPOOHO 3aIONHSIOT CBOH MPOoQuib. Y HUX €CTh
PEUTHHT ¥ OT3BIBHI T€X, KTO MOJIB30BAJICA UX ycayraMu. Ha MHOTHX caifTax cymiecTByeT BO3MOXKHOCTh

MOTBEP KIICHISI PO, M MOCTOSTHHBIC TI0JIH30BaTEINN €F0 He MpeHeOperarot. OTHaKO MOIICHHUKA MOTYT
pa3MecTuTh Uyxkyro (oTorpaduio, TIOATBEPAUTH MPOGIIIE C TIOMOIIBIO YYXKOTO TacIopTa U HAKPYTUTH cede
PEUTHHT.

HeBo3MoyHO mojienaTh TONBKO Jaty perucrpanuy npodmist. CepbE3Hble cepBUCH 00BSBICHHUN CTaparoTCs
0OpOTHCS ¢ MOILICHHUKAMHU U OJIOKMPOBATH UX, MO3TOMY TaKue MPOQHIM CYIIECTBYIOT HeJonro. KoHeuHo, He
KaXJblil HEJaBHO 3apeTUCTPHPOBABIINICSA YETIOBEK, HE UMEIOIIUI peiiTuHra, — MomeHHUK. OIHaKo K
oOiagarensiM TaKuxX Ipoduieil Hao OTHOCUTHCS C 0COOBIM BHUMAaHUEM.

Onucanue ToBapa.

PeanbHbIid TpoaBeI] 3aMHTEPECOBAH B TOM, YTOOBI JaTh KaK MOXKHO OoJiee IopoOHY0 HH(OpMAIHIO O TOBape —
3TO HpI/IBHe‘IéT BHHMAaHHE U ITOMOXKET N30€eKaTh JOTMOJIHUTEIIBHBIX BOIIPOCOB CO CTOPOHBI IMOTCHIINAIIbHBIX
nokynaresnei. Eciam onncanue ToBapa ciuiikoM o0iee, B HEM HeT GoTorpaduil WM OHU B3ATH U3 HHTEPHETA, 3TO
JIOJDKHO HaCTOPOXKUTD.

CrouMocTh TOBapa.

Kak npaBwuiio, BbICTaBIIsIsl TOBAP HA MPOJIAXy, JIFOAN OLIEHUBAIOT €0 Ha OCHOBAHWH aHAJIOTMYHBIX OOBSBICHUH.
KoneuHo, ObIBaIOT CiTyyaH, KOT/1a peajbHbIi TOBAap MpoJaeTcsi OueHb AENeBo. TeM He MeHee, eCli Bbl BUANTE
00bsBIIEHHE, 1€ CTOUMOCTD TOBapa 3HAYUTEIHHO HIDKE, YEM Y aHAJIOTOB, Oy1bTe 0COOCHHO BHUMATEIbHBI.



Yro nenats?

Ecnm Bac 3amHTEpecoBal TOBap — U3ydUTE NMPOGHIb MPOJABIA, TOYUTANTE OT3BIBHI.

CBSKHTECH C HUM, TTOTIPOCHTE MpUCIaTh (oTorpaduu ToBapa ¢ pasHbIX PaKypCcOB, 3aJaliTe BCE MHTEPECYIOIIUE BaC
Bompockl. Ecim mpomaBer] 0Tka3pIBaeTCs MPHUCHIIATH (POTO, HE OTBEUAET HA BAIIM BONIPOCHI, JIydIle TIONCKATh TOBAp
B IPYIOM MECTE.

HacroituuBocTs npoaasua

BEI cBsi3asTiICh C IPOJABIIOM, @ OH T'OBOPHT, YTO JKEJIAIOIINX IPHOOPECTH TOBAp OUYE€Hb MHOT'O, TOPOITUT C MOKYIIKOH.
Taxoke OH HaCTauBaeT Ha TOM, YTOOBI BBl BHECIIM TPEJIOILIATY HE Yepe3 CEPBUC OOBSIBICHNUH, a IEPEBOAOM Ha €ro
KapTy. byabpTe 0CTOpOXKHBI, TaKON MPUEM YaCTO UCTIONB3YIOT MOIIEHHHUKH. VX 11eb — He JaTh BaM Bcé
XOPOILIEHBKO 001yMaTh.

Yro nenats?

He Toponuteck ¢ nokynkoii. BHocuTe omiary Toyibko 4epes cepBUC 0ObSBICHHUA.

IIpenoniara 10 OTHIPaBKH TOBapa

Ecnm nponaser; mos mr00bIM IPEIOroM MPOCHUT BHECTHU MPEOIUIATY 10 OTHPABKH 3aKa3a, OIUIATUTh YCIYTH
Kypbepa WIH CITy>KObI JOCTaBKH IIEPEBOJIOM HA KapTy, a HE Yepe3 CEPBUC OOBSIBICHHUI, TO CKOPEE BCETO 3TO
MomeHHUK. OH OyJeT BBIAYMbIBATh Pa3IMYHbIC IPEIIOTH, YTOOB! BRIMAHUTD Y BAaC JACHBIH.

Yro nenare?

Huxkorna He BHOCHTE TIPENOILIATY, €CITH 3TO HE MPEIYCMOTPEHO CEPBUCOM OOBABICHUH — TOJIBKO OH MOJKET
rapaHTHpOBaTh 0e30MacHOCTh cAeiKku. He nmepeBoauTte neHbIU Ha KapTy NpoJaBlia — TAKUM 00pa3oM BBI IPOCTO
Japute ux e€ Braaenblly. Eciiu oH okaxeTcss MOIIEHHHKOM, TO BEpPHYTh Ballld CPEJICTBA HE YAACTCs.

Ilepenoc B3auMoaeiicTBHA B MECCEHIKEP

Ha caiitax 00baBIeHUH CYIIECTBYIOT YaThl I OOIIEHHS TPOAABLIOB U MOKYyIaTeIeH.

Kak npaBuiio, B HUX BCTPOEHBI HHCTPYMEHTHI paclio3HaBaHUs MOIEHHIYECKUX (pa3. OHU OJIOKUPYIOT CCHUIKU Ha
CTOPOHHHE PECYPCHI, IPEAYNPEKAAIOT O PUCKE, ECITN COOECEAHUKH MyOIHKYIOT HoMep TenedoHa. [IockoabKy JaTel
3aTPYOHAIOT AEATENBHOCTh MOIIEHHUKOB — OHH CTapaloTCs MEPEBECTH JUATIOT B CTOPOHHUM MECCEHIKED, TE HET
HUKaKUX OTPaHUYEHUI.

Yro genats?

Ckpoiite cBoif HoMep TesedoHa B HACTpolKax mpoduis. Tam jke BKIIOUNTE (HYHKIHIO 3aIpeTa 3BOHKOB, YTOOBI
MOIIEHHHKH HE 3acTalli Bac Bpaciuiox. O0maiiTecs TOIbKO B 4aTe Ha caiite o0bsBieHni. Hu o kakum
NPe/JIOroM He TIePEeXOANTE B OOBIUHBII MECCEHIDKED.

IIpuchLIaI0T CCBIIKY AJISl OIUIATHI MU MPOCMOTPa HHGopManun

Ecnu BBl BCE-Taky Havay oOLIAaThCS C MPO/IABIOM B CTOPOHHEM MECCEHKEepE, BaM MOTYT NPHUCIIATh CCHUIKY SIKOOBI
JUTS IPOCMOTpa 0oJiee MoIpOOHOM HHPOPMALIMU O TOBAPE HIIU IS OTLIATHI.

MoueHHMKH B3JIaMbIBAIOT CTPAHUIIBI B COLICETAX H 00MAaHOM BHIMAHMBAIOT JeHbIH Y TPAKIAaH.
IIpakTHuecku KaxJplii COBPEMEHHBIH 110J1b30BaTeNb IHTEpHETa UMEET JIMUHYI0 CTPAaHUUYKY B OJIHOM, a TO U
HECKOJIbKMX COIIMAIBHBIX CETSX, I'7I€ MOKHO MEPENHCHIBATHCS C APY3bAMH, NEJIUTHCS GoTorpadmsiMu 1 UHOH
nHpopmanmeir. OgHAKO OT TpaxaH, MOJIb30BaTEICH TOM WM HHON CONMAIBbHOM CeTH, BCE Yallle CTalIN IOCTynaTh
3asBIICHUS B MOJMIUIO O MOLIEHHUYECKUX JEHCTBUSAX HEM3BECTHBIX JIULI, KOTOPbIE MOCPEACTBOM COLUANIBHBIX CETEH
OT MIMEHH MX 3HAKOMBIX OOMaHHBIM ITyTEM 3aBJIaA€BAIOT JCHES)KHBIMH CPEICTBAMH.

Kak npaBuio, MOIIEHHHKHU JOCKOHAIBHO U3y4YaroT B3JIOMAHHYIO CTPAHHILy [10JIb30BATENs U MUIIYT OT €70 UMEHH
caMbIM OJIM3KHM JIIO/IIM, JIOBEpHE KOTOPBIX BBICOKO.

UroOs1 00e30macuTh cedst 0T B3noMa akkayHTa, YBK MBJI Poccnu pekoMeHAyeT MpuaepKUBATHCS CIeIYIOINX
MIPaBUI:

* CO3[IaBAMTE CJIOXKHBIC MAPOJIH, UCITIOJIB3YsI LU PHI, CHMBOJIBI, @ TAK)KE MPOMUCHBIC U 3arJIaBHbIC OYKBBI;

* HUKOTJIa He TIEPEXOIUTE IO MO03PUTEIBHBIM CChIJIKaM, OCOOCHHO €CITH UX MPHUCIIaIN HE3HAKOMBIE JIIOJIH;

- TIpH BXO/I€ Ha CBOIO CTPAHMILY, I'/ie HEOOXOMMO BBECTH JIaHHBIC, BCETIa CMOTPHUTE Ha ajpec caifTa B TOUCKOBOH
CTpoke Opay3epa, OH MOXKET OTJIMYAThCsl OT OPUTHHAIBLHOTO 3HAKOM HIIH OJTHOI OYKBOW M OKa3aThCs (hasIbIIUBBIM.
MoleHHMKH CTaJIM pacchliaTh push-yBegomiennst 0 He00X0AUMOCTH BepuUIIUPOBATH HOMeP TesedoHa,
NMOATBEPAUB NACNOPTHBbIE JaHHbIe. CChlIKa B cO001IeHUM BeleT Ha (elikoBbIii caiiT MOOMJIBHBIX
0NepaTopoB, HA KOTOPOM NpeAJIaraeTcst 3a0JTHUTh aHKeTYy: HoMmep Tenedona, DUO u naty poxkaenns.
[Tocue 3amomHeHUs caiiT mepeBoOIUT Ha (PEHKOBYIO CTPaHHIly BX0/a Ha opTai «[ ocyciyriy», re nojib30BaTelb
JIOJDKEH BBECTH JIOTHH U MApOJIb K IMYHOMY KaOuHeTy. Tak MOIIEHHUKH ITOIy4aloT U JIJaHHBIE JIOCTYIa K
«"ocycayramy», 1 MOATBEPKACHHYIO HHPOPMALHIO 00 aOOHEHTE.

3aueM MOIIEHHHUKH XOTAT 3aiiTi B 'ocyciryru? UTto OHM TaM CMOTYT ClIeNaTh?

OIIHa 13 pacCpoCTpaHECHHBIX CXEM MONICHHUKOB HAIIpaBJICHA HaA TO, YTOOBI TOJIYYNUTh JOCTYII K JINYHOMY Ka6I/IHCTy
xepTBHl Ha ['ocyciryrax. YTo 3710yMBIIUIEHHIKH MOTYT CAEIaTh, €CIH MOIyYaT JIOTHH U apoiis oT [ocycmyr?
3anpocuTh KpeANTHYIO HCTOPHIO

Camoe MeHbIIIee, 9TO MOTYT C/IENIaTh 3II0YMBIIUIEHHUKH — MOJTYYUTh KOHOHUIACHINAIBEHYIO HHPOPMAIIHIO O
yeJloBeKe. B Hee BXOIMT KpenTHAs HCTOPUS, pa3Mep cueTa B OaHKke, pa3Mep J0Jira (€Cii OH eCTh), a TaKkKe JApyras
¢uHaHCcOBas nH(opManus. B nanpHelnieM MOIEHHUKH MOT'YT UCIIOJIb30BATh AT JIaHHBIE B IPYT'HX CXEMax,
HarpuMep, IpH MOMBITKE COOOLIUTH O Kpaske JICHET )KEPTBBI OT JIMLA COTPYAHUKA OaHka, nmoiauiuu miun MB/I.
Ioy4nTh JOCTYN K 371eKTPOHHON MOANKUCH



Bce uame pa3nuyHbIe onepanuy ¢ JOKYMEHTaMH MOKHO TIPOBOJUTH 0€3 JIMYHOTO MPUCYTCTBHA. s 3TOTO
JOCTaTOYHO UMETh HYXKHbIE OyMaru M 3JICKTPOHHYIO MOJIIHCE.

TlonmyuuB nocTyn K Hel, MOIIEHHUKHA CMOT'YT MOJJI€NIaTh TOKYMEHThI M BBITIOJHUTD LEIBIN psJl JEHCTBUNA, KOTOPbHIE
00epHYTCS IS )KEPTBHI CEPbE3HBIMU IIPOOIEMaMI.

Ecnm 3nexTpoHHas MOANKCH MOMAET B PYKH MOIIEHHUKOB, OHA CMOTYT:

1. IlepeoopMuTh v MPoIaTh HEABIKIMOCTH XKepTBBL. OPOpMHUTE HA ee UM KPEeIHuT.

2. Cnatp noAJenbHyI0 OTYETHOCTD B HAIOTOBYIO, YTOOBI ITOJYYUTh BO3MELICHHE.

3. 3aperucTpupoBaTh COMHUTEIBHOE IOPUANYECKOE JIMIIO Ha UMSI KEPTBBL.

Ha sToM crniicok BO3MOXKHOCTEH 371€KTPOHHOM MOANKCH HE 3aKaHUMBAETCSl, OJHAKO 3TUMU OIepalusIMu
MOUIEHHHKH 3aXOTST BOCHOJIB30BATHCS € 0OJIBIIEH BEPOSTHOCTHIO.

Moxy4yuTs g0cTYN K JU4HOI MHGOPMAINH 0 YeJIOBEKe

ITopran 'ocycimyru Takxke BBICTyIaeT CBOCOOPa3HBIM XPaHUIHILEM Ul PA3IMUHBIX JOKYMEHTOB IOJIb30BaTeNeH, K
KOTOPBIM HE JOJDKHBI IMETh JOCTYI ocTopoHHMe. Tak, Ha ['ocycmyrax xpansrcs noisasle qaaasie @O, HOMeEp
tenedoHa, MaCOPTHEIEC JaHHEIE, anpec peructparun, CHUJIC, UTHH, nanHbBIe BOOUTEIBCKOTO YAOCTOBEPEHUS U
JIpyTHE TOKYMCHTHI.

370yMBIIITICHHUKHA CMOTYT MCIOIb30BaTh 3TO B JIFOOBIX LEIAX, TAK KAK MHOTHX U3 3THX IOKYMEHTOB YK€
JOCTATOYHO JIS TOATBEPKACHHS JINYHOCTH ¥ COBEPIICHUS (PMHAHCOBBIX OTIEPAIHi.

C >TUMM IaHHBIMU 3JIOYMBIIUICHHUKA CMOTYT:

1. 3aperucTpupoBaTh 3JIEKTPOHHBIE KOLIESIBKHU AJIS IPOBEJCHNS MOUICHHUYECKUX OIepariyii.

2. OpopMHTB KpEIUT UITH MUKPO3aKM.

3. OdopMuTh OHTAHH-3asIBIICHIE O MEPEBOJIC CPEICTB YCIOBEKA B JIIOOOH HErOCyIapCTBCHHBIN ICHCUOHHBIN (HOHT,
YTOOBI ITOJYYUTh BO3MEILICHHE.

4. MaHunyaupoBaTh JIMYHOU HH(POPMaIHEH 0 YeJIoBeKe B APYTHX MOUIEHHUYECKUX CXeMax.

O¢opmuts eSIM ¢ nomoumsio IN'ocyciryr

Emre onuH cKkopee HeNPHUATHBIHN, YeM OIacHbIH BapHaHT — MOIICHHUKN 0QOpMSAT Ha nMs nojib3oBarens eSIM gepes
noprai ['ocycmyr. Ota yeiayra moaaepKUBatoTCsl HECKOJIILKUMH OIIEpaTopaMy CBS3H M MIPOBECTH OINEPALNIO MOKHO
JUCTaHIMOHHO 0€3 JIMYHOTO IMOCENICHUs casloHa cBsi3u. U xoTs cam ¢akT oopmiierns MomeHHuKaMu eSIM MoxeT
HE BBI3BIBATH OCOOBIX OMACCHMUI, I3BECTHBI CITydaH, KOT1a 3I0yMBIIICHHUKH 1ocie odopmieHust SIM- kapTel
MPUBSI3BIBAIIA HOBBIH HOMEP K OaHKOBCKOMY IPO(QHITIO KEPTBBI B TOM YHCIIC U3-32 XaJIaTHOCTH OAHKOBCKHX
pabotHukoB. Takxke npoOieMoit MoXxeT craTth MaccoBoe opopmieHue eSIM-kapT Ha UM KEPTBbI, KOTOPhIE B
JIaJ'H:-HeﬁHIeM 6y}1yT HCIOJIB30BaThCA HECU3BECTHLIMU JIA APYTUX MOMICHHUYECKUX CXEM.

MHorue noJib30BaTe/ N CTOJKHYJHNCH ¢ HOBOIl CXeMOiil «yrOHa» YYeTHBIX 3anuceii (AKKaAyHTOB) B
meccen:kepax Telegram u WhatsApp.

KTo-TO M3 KOHTaKT-IHCTa MPOCUT NPUHATH Y4aCTHUEC B HEKOEM OHJIAItH-TOJIOCOBAHUHU U MPUCHLIACT CCHIJIKY Ha CauT.
[l ydaera rostocoB TpeOyeTcst BBECTH CBOM HOMep Tele(oHa U KO BepU(UKAITUH.

YToOb! HE TUIIUTHCS CBOEH yUETHOH 3alMCH HE MOJIEHUTECH, IIEPE3BOHNTE TOMY a0OHEHTY, OT KOTOPOTO MPHIIIIIO
coO00IIeHNe U YTOYHUTE, OH JIM €0 OTIPaBHIL.

To ke camoe Hy»KHO C/ieNaTh KOTAa KTO-TO MO/ OJIarOBHIHBIM IIPEUIOTOM IPOCHT NTEPEBECTH EMY JICHBIH.

Kak npoTuBocTosiTh BO3/1eHCTBUIO TeJle()OHHbIX MOIIEHHUKOB?

Tenepsp, KOTa BBl 3HAETE, KaKHe PUEMBI BO3JEHCTBHS HCIOIB3YIOT MOIIEHHUKH, BaM OyZET IpoIe uM
MPOTHUBOCTOSITH.

3anoMHHUTe caMoe IVIaBHOeE:

* [Ipexxie 4eM BBITOJHATS JIOObIe YKa3aHHs, TOJy4YEeHHbIE 110 TeJIe(OHy, BO3bMHTE May3y, CAeNaiTe TpH TITyO00KHX
BI0OXa-BbIJJ0XA, IIO3BOHUTC OJIU3KHM JIIOOIM U o6cy):[1/1Te C HUMHU CJIOKUBUIYIOCSA CUTYaAlUIO.

e Ecnin BaM 3BOHST OT HMEHHU BaIlIeTO POACTBCHHHKA NI 3HAKOMOI'O U MPOCAT MEPEBECTU JEHBI'N CBKUTCCH C HUM
nryHO. Jlake eciii OH He MOAXOIHT K TeneOoHy — 3TO €€ He ITOBOJI HEMEJICHHO NMEPEBOINTE ICHBIU.
INonoxaure, MOKa OH NEPE3BOHUT, WM PA3BIIIUTE €ro Yyepe3 O0MNX 3HAKOMBIX.

+ JlarHBIC O BamnX 0aHKOBCKHX cYeTax, HoMep Kapthl, muH-kox wi CVV/CVC/CVP- xon, ko u3 CMC u mo6sie
JpyTHe CBEJCHUS [UISl COBEPILCHUSI 0AaHKOBCKOTO NEPEBOA HETb3sI COOOIIATh HUKOMY.

* Bb1 HEKOTZIa HE MOXeTe OBITh YBEPEHBI B TOM, YTO IMO3BOHUBLIMI BaM Y€JIOBEK — MMEHHO TOT, K€M
npescTaBisiercst. Ecny BaM mocTynuIl I0103pUTeNbHBIN 3BOHOK, ITOJIOXKHTE TPYOKY U IIEpEe3BOHUTE CaMH B
OpTaHM3aIMIo, OT UMEHH KOTOPOH K BaM 00paTHIIUCE.

* Hu 6aHKy, HY TIONHAINS, HU IpYTHE OPTaHU3aIMK HE PEHIaloT BOMPOCH 10 Tele(OoHY, 0COOCHHO B CPOYHOM
nopsiike. Jlaxke eciii BaM yrpoKaroT YroJOBHOW OTBETCTBEHHOCTHIO 32 OTKa3 COTPYIHNYATh — 3HANUTE, YTO
TeJeOHHBIE YTPO3bl HE UMEIOT IOPUINIESCKON CHJIBI.

Ecnu BaM OCTYITHIT IO O3PUTEIBHBIN 3BOHOK, MOJO0XHUTE TPYOKY U IEPE3BOHUTE CAMU B OPTaHHU3AIINIO, OT IMEHHI
KOTOPO¥ K BaM 0OPaTHIINCE.

Kaxkue dpa3bl 1pON3HOCAT TOAbKO MOLIIEHHUKHU ?

K cuacTtblo, MOLIIEHHUKH pabOTaIOT 10 CKPUIITAM, B KOTOPBIX YETKO MPOINUCAHO, KaKue (pa3bl OHH JOJIKHBI
npousHocuTs. [1o 3TuM ¢pazam B MOKETE MX ONPEIEITHUTS.

Bot ocHOBHBIE:

1. JlaBaiiTe yTOYHMM Ballln JJaHHBIE: HA30BUTE HOMEP CBOETO IACIOpTa, HOMEP OaHKOBCKOM KapThl.

2. CKoJIBKO Yy Bac CYETOB B HalleM OaHke?




3. YroyHuTe OalaHC Ka)KI0ro Ballero cYéra.

4. B xakux emg 6aHKax y Bac ecTh cuera?

5. Ham Hamo cocTtaBUTh 3asBKY IO GakTy MOIIEHHUYIECKUX NeHcTBUH. Kakyro 3asBKy OyZeM COCTaBIATh: OOBITHYIO
W SKCTPEHHYIO?

Hanomunaem:

1. Hacrostiii coTpyaHUK OaHKa BUANT B HH)OPMAIIMOHHOM CHCTEMe BCe JaHHBIE KIMECHTa, HH(POPMAIIHIO O ero
cYeTax M KOJUYECTBE JACHET, KOTOPbIe Ha HUX HaXOJSATCS.

2. baHku paboTalOT aBTOHOMHO, COTPYIHUK OJJHOr0 OaHKA HUKAK HE MOXET IMOBJHATH Ha TO, YTO MPOUCXOTUT B
JIpyrom OaHKe.

3. Eciiu GaHK 3amoo3puiI, YTO ¢ BallluM CUYETOM COBEPIIAIOTCS MOIICHHUYECKUE ICHCTBHS, OH 3a0JOKUPYET CYET
6e3 BCSAKOU 3as1BKU.

Pa36&pem camMbie OMYISIpHBIC CIICHAPUU MOIICHHUKOB U MOMPOOyeM Ha MpHMepax MOHITh, KaKUe
MaHHITYJIITHBHBIC TEXHUKH OHU HCTIOJB3YIOT.

Poncreennunk B 6ene

Bawm 3BOHAT ¢ HEN3BECTHOTO HOMEPa. 3BOHUBIIHHI IPEACTABIACTCS BalTM CBIHOM, JOYEPHI0, APYTHM OJIN3KUM
genosekoM. OH cooOrIaeT, 9to ero 3afepixkaina moiumnus. Yame Beero pedus unet o JATII nnm npaxe. 3atem k
pasroBOpy MOAKITIOYAETCS IKOOBI MOTUIEHCKUH, KOTOPHIH TOBOPHT, YTO TOTOB IIOMOYb, HO JJIS TOTO HAJIO
nepeaaTs eMy ONpeAeNEHHYI0 CYMMY IeHeT. Eciy BBl OTKa)KeTech 3TO CAeaTh, Ballero POICTBCHHUKA FITH
3HaKOMOT0 KAET TIopbMa (CTpax moTepu wiu npecieaoBanus). [lepeaars 1eHbIM HAIO HEMEMIEHHO, TOTOMY YTO
notoM Oyzaet nmo3aHo (He nate BpeMeHu moaymarh).

Eue onvH BapuaHT crieHapusi «poJICTBEHHUK B Oene» Bul momydyaete CMC nim cooOlieHre B MeCCeHIKepe ¢
mpoch00ii IepeBeCTH ACHBIM 10 HOMepY Tenedona. To, 4To HOMep BaM He 3HAKOM, 3JI0YMBIIUICHHUKH OOBSICHSIIOT
TEM, YTO Balll ChIH WJIM J0Yb MONAIU B O¢y, MOTEPsUTH CBOM TenedoH U Ternepb OUeHb KAYT Balle MOMOIIH (CTpax
TOTEPH).

3BOHOK U3 ciy>0bI 6e3onacHocTH, monutyn, OCB, I{eHTpansHOrO 6aHKa, TOCYIaPCTBEHHBIX CTPYKTYD

Bawm 3BOHAT ¢ HEN3BECTHOT'O HOMEpa, 0OPAIIAIOTCS [0 UMEHH U OTYECTBY (IOBEPUTEIHHBICH OTHOLICHM),
TIPEICTABISIIOTCS COTPYAHUKOM CITYKOBI Oe30macHOCTH OaHKa, IIaBHBIM crienuainucToM LleHTpanpHOTO OaHKa
(3BOHOK OT 3HAYUMOTO JIUI[A) ¥ TOBOPSAT, YTO C BaIllel KapTHI MBITATHCH CHAThH ACHBIH (CTpaxX moTepH). UTOOBI 3TOTO
HE TPOU30IILI0, HAJ0 HEMEIJICHHO MTOITBEPANTh JaHHBIE CBOSH 0aHKOBCKOM KapThl M cooomuTh kox u3 CMC (He
JlaTh BPEMEHHU NolyMath). Eciiu Bl HE cienaeTe 3To MpsMO ceiddac, JeHbI'M CIUIIYTCS (3aIyTHBaHue).

Emé oauH crieHapuif — MOIIEHHUKH MIPEACTABIAIOTCS COTpyAHUKaMHU Homuuui uind @CB (3BOHOK OT 3HAYUMOI0
nia) MoIeHHUKY TOBOPSIT, YTO Ha Ballle MMs 0(pOPMIICH KPESIUT, BAIllK JCHBIY TBITAIOTCS YKPACTh JHOO BBI
JIOJKHBI IPUHATH YYaCTUE B PACCIIEIOBAaHUM MPECTYIUICHUS (CTpax MOTEPU WIIH MpeciieZloBanus ). UTOOBI criacTh
CBOM JICHBI'M WJIA TIOMOYb B paccieIOBaHUH, HAJI0 HEMEIJICHHO MMEPEBECTH UX HA O0E30MaCHBIN CUET, KOTOPBIH OHU
BaM Ha30BYT. [IoCKONBKY omepalysi ceKpeTHas, O Heil HUKOMY HeJb3sl paCCKa3bIBaTh (3ayTHBaHUE).

Bama kapTa 3a0sokupoBaHa

Bam mpuxoaur CMC muimn coo0IeHne B MeECCEHIKepe, 94TO Bama OaHKOBCKasi KapTa 3a0JIOKHpOBaHa (CTpax
notepn). JJ1s oydeHus moIpoOHOI HHPOPMANINHU MpeIaracTcs Iepe3BOHUTE Ha ONpeIeIEHHBIN HoMep. Eciu BB
TIEPE3BOHIIIHN, BaM COOOIIAIOT, YTO B OAaHKE MPOU3O0IIEN TEXHNYECKUI COOH U I TOTo YTOOBI KapTa 3apadoTana, BBl
JOJDKHBI coo0umTh e€ HoMep, muH-Kox i CVV/CVC/CVP ko, a 3atem u kox B CMC, KOTOpHIi MpUIET HA Balll
HOMep. Eciit BEI 3TO cienaere, MOIMICHHUKH 0€3 Tpy/Aa CIHITYT BCE BAIIX JICHBIH.

C pacueTrHoro cué€ra Banieii KOMIAHUH OBITAIOTCS CHATH JCHBIU

MOIIICHHUKH aTaKyrOT HE TOJIBKO TPaK/aH, HO M OpraHu3anuu. [ JaBHOMY Oyxrantepy GUPMbI 3BOHSAT U3 MOJUIIUN
(3BOHOK OT 3HAYMMOTO JIWIIA) U COOOIIAIOT, YTO €r0 MACIOPTHBIE TaHHbIE TIOXUTUIIN U MBITAIOTCS YKPACTh IEHBIH CO
cyéra opraHu3aIiy (CTpax MOTepH WK mpecieaoBanus). [103ToMy HaZ0 CPOYHO TIEpEeBECTH JeHBIM HA O€30MACHBIH
cuét. UroObI BCE clenaTh MPaBHILHO, HAZ0 YCTAHOBUTH Ha CBOM Telne(OH CleIHaabHOE MPIIOKCHHE.

AKIIWH B TenerpaM-KaHagax

[MomymnsipHa MOLIICHHUYECKasl cXeMa C aKIUSIMH OT OAaHKOB ¥ JPYTUX U3BECTHBIX KOMITaHUI.

Hanpumep, MOXXHO c1y4aiiHO 0OHAPYKUTH Y ce0s1 B IMMOMMUCKAX HOBEIHA TellerpaM- KaHall, B KOTOPOM UCIIOJIB3YeTCs
JIOTOTHII U M300pakeHHUe, TOX0XKee Ha Y3HABACMbI OpEeHINHT OaHKa.

[Monmp30BaTessIM MpeIaraloT IOy4acTBOBATh B aKI[UH, KOTOPAast MO3BOJIUT mourydaTh oT 50 g0 70% kemibska 3a
nokymnku. CChlIKa, KOTOPYIO OCTaBJISIFOT MOIICHHHUKH, BEIET Ha (DPUITMHTOBBIC CAaHTHI. 3aTeM y KIMEHTOB OaHKa
3anpammBaroT naposu uiu koas! 3 CMC.

He pexomeniyem nepexoauTh M0 COMHUTENLHBIM CCHUIKAM M JCIUTHCS JTAHHBIMU KapThI.

OO6pamiaeM BHUMaHHE, YTO BCIO HHPOPMAIUIO 00 aKIUAX U IPYTUX MPEIJIOKEHHUIX CIeIyeT UCKATh TOIBKO B
OopUIMATLHBIX IPHIIOKEHUSIX OAHKOB.

Hmuranus rosoca

OpHa U3 IOMYJSIPHBIX B TIOCJIETHEE BpeMs cXeM oOMaHa 00s13aHa CBOMM TOSBICHUEM HEHPOCETSAM.

MoIIeHHUKH HAYYHIUCh TIOJICIBIBATh TOJ0CA POTHBIX OTCHIIHATBHOMN KEPTBHL.

Takum 00pa3oM OHHU BBIHYXKIAIOT CBOMX )KEPTB COBEPIIATH IEPEBOJIBI ICHEKHBIX CPEJICTB.

UYroObI BEIHYIUTH YEIIOBEKA COOOIIUTH HEOOXOIUMBIC CBEICHHS WIM COBEPIIUTD JCHEKHEIHN MEPEBOI,
3JIOYMBIIUICHHUKA MOTYT BEIXOJIUTh HAa KOHTaKT C HUM OT UMCHH 3HAKOMBIX, POJTHBIX WIIH KOJUIET, AMUTHPYS HX
roJI0Ca ¢ TOMOIIBIO CIIEUANBHBIX IPOTPaAMM.




MoIIEeHHUKH HCHOMNB3YIOT B MOJOOHBIX CXEMaX HAPE3KH U3 PEATbHBIX CTAPBIX TOJIOCOBBIX COOOIIECHHIA KEPTBHI.
CHauana OHH IOJTy4alOT OCTYH K aKKayHTY, 3aTEM HaYMHAIOT MHCATh €r0 KOHTAKTaM ¢ IPOCh00i IiepeBecTr
JeHbpru. VicTopuro 0 HE0OXOAMMOCTH TOMOIIH NMPECTYMHUKHU MOJKPEIUISIOT TEM CaMbIM T'OJIOCOBBIM COOOIIECHNEM
AKOOBI OT JIMIIA BIIa/IeNIbIIa aKKAyHTA.

[Ipy BOZHUKHOBEHNH COMHEHUH HEOOXOINMO CBA3AThCS JINYHO CO 3HAKOMBIM, OT UMEHH KOTOPOTO 3BOHMUIIH, U
YTOYHHTH Yy HETO HH(pOpManuio.

B cBsi3u ¢ yuactuBIIMMuCS B nociieinee Bpems oOparieHusMu rpaxaal B @Ch Poccuu o ¢akTam MomeHHHYeCTBA
- XMIIEHUSI UX JINYHBIX WM KPETUTHBIX CPEICTB HEM3BECTHBIMU JIMIIAMH C HCIIOJIb30BAHUEM TOJMEHHBIX
TeneOHHBIX HOMEPOB, HICHTUYHBIX HoMepaM TenedoHoB noBepus ®CB Poccun, npuemnoit ®CB Poccun,
cnpasouHoro teseoHa @CB Poccum, a Taxke HamnpaBlIeHHEM 110 AJIEKTPOHHBIM MecCeHIKepaM (oTorpaduit
«ciy)xeOHbIX ynoctoBepeHuiy OenepanpHas ciryxba 6e3onacHoctr Poccuiickoit @enepanyn nHpopMupyer:

- HE BEPBTE 3BOHKAM oT Tak Ha3biBaeMbIX COTpYIHUKOB U cieaoBateneit ®Ch Poccuu o Tom, uto BbI
ABJISIETECH IT0103PEBAEMBIM (OOBHHAEMBIM). Y BEIOMJICHHE TPAXKIAHNHA O TIPUBIICUCHUN B KAYECTBE
nogo3peBaemoro (ooBuHseMoro) ocymectsisiercs UCKIIFOUYUTEJIBHO B IMCBMEHHOM BUJIE 1
BPYYAETCA JINYHO;

- corpynauku @Cb Poccnn HUKOTIa He IPUCHUIAIOT TPaXKIaHaM KOITHH CBOMX CIIYXEOHBIX yaocToBepeHwmit; - HE
BEPBLTE ITPEAJIOXKEHUAM o HeoOX0ANMOCTH TIOIyYEHUS KPEANUTA, TIEPeBOIa IeHET Ha «BE30IMACHBIN
CUET» nmu niepenaun ux Kyprepy; - ©Cb Poccum HE NCITOJIB3VET nmanbIie cOepexeHns WA KPeTUTHEIC
CpCACTBA I'paXaaH I OKa3aHWs MOMOIIHN OIMCPAaTUBHBIM NOAPA3ACIICHUAM B IPEAYIIPCKACHUN U PACKPBITUN
IPECTYIUICHUN.
O yeM HY’KHO IOMHHUThb, YTOOBI He CTATh sKePTBOIf MOIIEHHUKOB?
1. TIpexne yeM nepeYucIsTh JEHbI U, B&XKHO yOETUTHCS, 4TO HH(OPMALUs JOCTOBEPHA.
2. Ecnu 00bsiBIICHHE pa3MECTHII UITK OTIIPABUII B COOOIIEHHH (B TOM YHCIIE TOJIOCOBOM) KTO-TO U3 BAaILIUX
3HAKOMBIX, 005[3aTEJILHO I03BOHUTECH J0 3TOTO YEIOBEKA M YTOUHHUTE, AEHCTBUTEIHHO JIH TPEOYETCS IIOMOIIb.
3. Ecin BBI penmmiy noXepTBOBATh JCHBTU HA O1arOTBOPUTEIBHOCTD, BHIONPANTE (OHIBI, KOTOPHIE JOCTOWHBI
JoBepusi. MOXXHO OpHEHTHPOBATHCS, HAIIPUMED, Ha CIIMCKH KPYMHEHINX (OHIO0B, KOTOPHIC MyOIUKYIOT
PEHTHHTOBBIE ar€HTCTBA. B HUX BKIIFOYEHBI TOJIBKO HACTOSIINE OJIATOTBOPHUTENIBHBIE OPTaHU3AINH, KOTOPBIE HE
MEPBBII TO NOMOTAIOT JIFOJISIM.
MoIIeHHEKN MOTYT TOJIAEIaTh U CTpaHuIy (oHaa. BaxxHo yOemuThCs, 9TO BBl BBOJUTE JaHHBIC OAHKOBCKOM KapThI
Ha 0e30MacHOM caiite.
* -IIPOBEpPHTE aJpec caifTa — HET JHU B HEM OIIHMOOK MJIU OIEYaTOK;
* B aJIpeCHOM CTPOKe Opay3epa JOIDKHO CTOSATH hitps U 3HAYOK 3aKPHITOrO 3aMKa €,

HEOPEXXHBIN JU3aiiH WM TOA03PUTENBHO;

* OTCYTCTBYIOIIIME Pa3JIeIIbl MEHIO MOT'YT YKa3bIBaTh Ha TO, YTO MEPe]] BAMH MOIICIBbHBIN CaiT.

4. 3aBenTe OT/ENBHYIO 1€0ETOBYIO KapTy CIICIIMAIBHO JUTS IIEPEBOJIOB U OIUIATHI IIOKYIIOK B MHTepHeTe. He
JIep>KUTE Ha Hel MHOTO JIEHET — JIydIlle KaX IbIi pa3 MOIMOIHANTE ee POBHO Ha Ty CYMMY, KOTOPYIO cOOMpaeTech
notpatuTh. Toraa, faxke eciiv MOIIEHHUKH MOJTy4YaT JOCTYII K BallleMy CUETY, BBl HE JIMIINTECh BCEX CBOMX
cOepeKeHHI.

Kaxk He monacrbcsi Ha VI10BKH adepUCTOB

Poccuiickue moap30BaTeNy B HOCIETHUE TOABI JOCTATOYHO YacTO MOMAAI0TCS Ha YJIOBKH KHOEPIPECTYTHUKOB U
Teﬂe(bOHHI)IX MOIICHHUKOB, UCITOJB3YIOIMUX HE TOJIBKO METOANKHU COHI/I&J’IBHOﬁ WHXCHCPUU, HO U HpI/IéMI)I THUITHO34,
YTOOBI 3aI0JIyYUTh JICHBTU C HOTCHHHaHLHOﬁ JKEPTBLI.

A(bepI/ICTI)I MOT'YT MCIIOJIB30BaTh BCEBO3MOXKHBIC BEIAYMAaHHBIC JICTCHABI JI4 IpEAJIora nepeBojia ACHEKHBIX
CPEICTB, IIPEACTABIIAACH IIPU 3TOM COTPYAHUKAMU HEKUX CEPbE3HBIX TOCCTPYKTYD.

HanomuHaem, cOTpyTHUKH TOJIMIIMN HUKOT/IA HE OYIyT: - 3BOHUTB TPaXIaHaM U 3asIBIISITh, YTO TEM HEOOXOAUMO
NPUHATH Y9acTHe B HEKOI ONepaIyy 110 3aJep>kaHuio0 MOIICHHUKOB WITH NHBIX IPECTYITHUKOB; - TPeOOBAThH MIIH
MPOCUTD TPAXK/IaH BHIIIOJIHNTH MIEPEBOA AEHEKHBIX CPEJICTB Ha KaKue- JIMO0 pe3epBHbIE cueTa, 0POPMUTH KPEAUT U
COBEPIINTH MHbIE OAHKOBCKHUE OTIEPAIUH.

Kpowme toro, llentpanbusiii Bank Poccun He 3aHMMaeTcsi COTpYAHNYECTBOM C (PU3MUECKUMHU JIMLIAMH, HE
OTKpBIBAET UM KaKHe-TN00 pacuéTHbIC U OAHKOBCKHUE CUETA, HE MIMEET HUKAKNX «CIEeIUaIbHBIX» HIIH
«0e30TIacHBIX) CYETOB.

Ecnu xTo-T0 1M0 TeJ'Ie(i)OHy WU B CCTH I/IHTepHeT IIPOCHUT BBITTIOJIHUTH NEPEBOJ ACHEKHBIX CPEACTB HaA HO]IO6HBI€
cdera, TO He00X0JUMO CPOYHO MPEKpaIaTh OOIIEHNE C TAKIM YEIOBEKOM, TTOCKOIBKY ¢0 100% BEpOSITHOCTBIO 3TO
MOIIICHHHUK.

3HOyMBH_HIIeHHI/IKI/I AKTHBHO pacChbUIAIOT 11O BHCKT'pOHHOﬁ T104YTE, B COIMAIBHBIX CETAX U MECCEH/DKEPAX COO6HICHI/I5[
POCCUICKMM NOJB30BATENSAM C NPEUIOKEHUEM O MOIyYEHUH OCTPaAaBIINM OT MIPOBEACHUS BOCHHOM
crenonepanuy BCeBO3MOXKHBIX KOMIEHCALUI OT rOCy1apCTBa.

[Ipu 3TOM 3710yMBIIUICHHUKHY B paMKaX pealli3alliy TaKMX MOIICHHHYECKUX CXEM MOTYT IPECTaBIISThCS
COTPYJHHKaMH Pa3JIMYHBIX OJIArOTBOPUTENBHBIX (POH/IOB, IPAaBOOXPAHUTEIBHBIX OPTaHOB M T'OCYIapCTBEHHBIX
CTPYKTYD.

B cBonx coobmieHunsx aheprucThl MpocsT 3aMHTEPECOBAHHBIX IPAXKAaH CBA3aThCs C HUMHU Yepe3 JINUHbIE COOOIIEHHS
B COL[MAJIFHON CETH HJIM B MECCEHDKEPE, 9TOOBI MOYKHO OBIIO 3aIIOJTHUTH AHKETHI «OT IIEPBOTO JIAIAY.
HacrostensHo He PEKOMEHIAYEM BEPUTH B HO}IO6HLI€ COO6H_ICHI/I5[, HaIpaBJICHHBIC UCKIIIOUYUTEIBHO HaA




BBIBEIBIBaHNE KOH(HUICHINATEHOW HH(OPMAINHY JTHO0 CKIOHEHHE K TIEPEBOY IO PA3IMIHBIMHU IPEIOTaMHI
JICHE)KHBIX CPEICTB.

OO6pamiaeM BHUMaHHE, 9TO HHPOPMAITHSI 000 BCEX BO3MOKHBIX KOMIICHCALIUSAX MPEACTABIICHA B OTKPHITOM JIOCTYIIS
Ha O(HUIMATBHBIX PECypCax M CTPAHUIAX CONMANBHBIX CeTeH MPOQIIFHBIX TOCYIAPCTBEHHBIX YUPEKICHHHA, B TOM
YHCIIe U PETHOHAIBHBIX BEIOMCTB.

Kak 3a1uuTHThCH 0T Pa3jiuyHbIX KHOEPIPECTYNHBIX U (PMIIMHIOBBIX CAHTOB.

Yto ceromHs KpaiiHe akTyadbHO B YCJIOBHSX IIUPOKOTO PACIIPOCTPAHCHUS PA3TMYHBIX MOIICHHUYECKUAX CXEM,
HAINPaBJICHHBIX HA MPUHYKJICHUE POCCUHCKUX TPAXKIaH K CKAYMBAHUIO COMHHUTEIBHOTO MTPOrPAaMMHOTO
obecrieueHnst 1 BUPYCOB.

Jlyist oGecrieueHrst BBICOKOTO YPOBHS 3aIUTHI OT (PUITHHTOBBIX PECYpPCOB HEOOXOIUMO, MIPEKIAE BCEr0, 00PaTUTh
BHUMAaHUE Ha aJIpecC cailTa U ero coJepiKaHue.

K oCHOBHBIM MpU3HAKaM, C IIOMOIIBIO KOTOPBIX MOYKHO TOYHO YCTAHOBUTH (PAKT HAXOXKICHUS HA OTKPOBCHHO
MOIIICHHUIECKOM pecypce, OTHOCSTCS:

- HeTIPaBHJIHLHO HAITMCAHHBIC (IOTIOHUTEIHHBIE CHMBOIIBI, IU(PHI U T.11.), TOI03pUTeNbHBIC MK HenmoHsaTHRIe URL -
azapeca;

- orcyrcTBue SSL-cepTudukaTa y pecypca; HaJIHdHe OIMO0K B rpaMMaTHKe, oporpadun, IU3alHe P
oQOpMIICHHN 1 HATIOJTHEHUH CalTa;

* CCBUIKM Ha CKa4MBaHHE KaKOT0-IN00 (aiiyia, HHTEPECYIOIIEro MOIb30BaTelsl, CO CTOPOHHETO pecypca.
HacrosiTenbHO HE peKOMEHAYETCsI IEPEXOJUTh 110 KOPOTKUM CCBUIKaM C TIOMYJISIPHBIX CEPBUCOB, TAKKUX Kak bit.ly
WK g00.gl, naxxe B TOM ciiydyae, €ClId OHU MPUXOJISAT OT OMU3KUX U 3HAKOMBIX, TIOCKOJIbKY aKKayHTHI TIOCICIHUX
MOT'YT OBITh CKOMIIPOMETHUPOBAHBI.

Ecnu BpenoHoCcHOE porpaMMHOe oOecreueHre CkadyaHo Ha TesieOH WIIM KOMIIBIOTED, HUUEro CTPALTHOTO B 3TOM
HeT.

OcHoBHas npobiiemMa OyIeT 3aKIII0YaThCs B TOM, €CITH 3TOT (aiii OyIeT OTKPHIT Ha yCTpolcTBe. B maHHOM ciydae
HE00XOIMMO KaK MOXHO ObICTpee OTKIIIOUUTh YCTPOWCTBO OT HHTEPHETA.

B cutyarnum, ecnu paiin emeé He 3amyiieH, T0O HEOOX0IUMO IIPOBEPHUTH €T0 ¢ TOMOIIBIO CTICITHATH3UPOBAHHBIX
CaifTOB I aHANIK3a (HaiSIOB U CCHLIOK.




